
Risk management 

Deon van der Westhuizen
deon@nsa.edu.za



Structure of 
session

Why do we 
need risk 

management

Governance 
and risk 

management

COSO  model
Risk 

management 
policy

Risk categories

Risk 
assessment 

process

Risk and 
control matrix

Risk appetite 
and risk 

tolerance

Risk reporting



Need for risk 
management

Risk management creates and protects 
strategic value to all stakeholders

Risk management is an integral part of all 
organizational processes

Risk management is part of decision making

Risk management explicitly addresses 
uncertainty and opportunity

Risk management is systematic, structured 
and timely

Risk management facilitates continual 
improvement of the organization
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The Risk Agenda
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Best practice risk management frameworks





Importance of culture





Integration= improved decisions = enhanced 
performance



Links to performance



KPI’s and 
KRI’s

Key Performance Indicators 
(KPIs) help a firm see how it 
is performing in relation to 

its strategic goals and 
objectives. 

Key Risk Indicators (KRIs) are 
leading indicators of risk to 

business performance, giving 
early warning about 
potential risk event

Use KRIs to monitor risks are 
in the areas such as:

natural catastrophe risks (as 
% of group shareholder 

equity)

asset-liability matching 
(duration mismatch)

strategic asset allocation (% 
allowed in investment 

category)

credit risk (weighted average 
credit rating)

other risks specific to 
business or functional areas



Risk versus performance



Design, build and implementation of Key Risk Indicators

Risk:

Loss of key personnel

Control:

Adequate remuneration & motivation 

packages allied to communication.  

Bonus Pool

KPI:

Number of staff leaving without a 

planned successor

KRI:

Number of staff leaving without a planned successor due to remuneration / bonuses 

not being sufficient

Risk:

Clients default on deals

Control:

Daily monitoring, Point of entry 

procedures, Collateral cover

KPI:

Number of deals executed for clients who 

have defaulted in the past

KCI:

Number of clients identified with 

insufficient collateral cover

KRI:

Number of deals executed for clients who have defaulted in the past who do not 

have sufficient collateral cover

Design

 Establish extent of existing management information and 

other data flows – indicators in place if applicable

 Identify committees, forums, management meetings etc 

currently in place that can be used to discuss risk and control 

issues on an ongoing basis

 Define and document roles and responsibilities of risk and 

control owners

Build Process

 Assign ownership for risks and controls

 Communication with risk and control owners relating to their 

ongoing responsibilities

 Carry out workshops with all risk and control owners to 

design indicators to be put in place

 Define how existing information flows and committees etc are 

to be used to minimise additional workload

 Risk and control owners refine the indicator monitoring 

process

 Overall analysis of indicators for gaps and dual coverage

 Design reporting protocols

Ongoing Operation of Process

 Design review mechanism (i.e. Corporate Risk department or 

Internal Audit, etc.)

 Create storage mechanism for information

 Perform ongoing consistency checks of indicators set up 

across the organisation

KCI:

Number of employees kept as a 

result of remuneration change / 

bonus payment

Example KPI, KCI and KRIs
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Risk aware decision-making



Second line of defense
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Risk universe



Risk Management

• Identifying areas of threat 
to the business

• Assessing the potential 
impacts and managing 
these 

• Growth and continued 
existence of the business



Risk versus opportunity
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Enterprise Risk Management (ERM) Approach

The structured ERM approach defines the key risks to business objectives across 
the organization and evaluates the level of management preparedness to clearly 
define opportunities to improve and/or monitor risks.

Mgt. & 
Control 

Activities

Mgt. & 
Control 

Activities

Mgt. & 
Control 

Activities

Identify Significant
Inherent Risks

Evaluate The Level of 
Management Preparedness

Strategies & 
Business 

Objectives

Link Risks To 
Strategic Objectives

Define Recommended 
Course Of Action

IMPROVE

Action Plan

MONITOR

Risk and 

Control Plan

Define Inherent 
Business Risks

Strategic

Operations

Financial

Compliance
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Process universe



Structure of 
session

Why do we 
need risk 

management

Governance 
and risk 

management

COSO  model
Risk 

management 
policy

Risk categories

Risk 
assessment 

process

Risk and 
control matrix

Risk appetite 
and risk 

tolerance

Risk reporting



Process overview flowchart



Risk management strategy

Avoid

Accept

Transfer

Mitigate

Take risk
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Residual risk versus risk appetite
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Combined assurance



Integrated LOD (Lines of Defense) Model



Example: Risk Status Report 


