Building
Resilience into
your business

a Crisis
hits!

Prepared by Tracey Linnell
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WHAT CAN GO WRONG?

FIRE WATER SHORTAGE IT SYSTEM CRASH
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SUPPLY CHAIN LOSS OF LOSS OF LOSS OF POWER
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Misconceptions...

Our Staff will know
what to do...

We have insurance
to cover our losses...

We do not have the
time to develop a
BCP...

BC & IT DR = SAME
THING...



Share Price impact

Management skills and response

Stakeholder communication

Companies with a positive approach to business continuity

Recoverers

Time (250 days) R

()

Insurance alone is
inadequate

Plans need to be
implemented

Stakeholder value

Companies with little to no focus on business continuity

Non-recoverers

Source: Knight / Pretty 1996 —-2010




"He who fails to plan (S
plannin3 to fail”

- Sir Winston Churchill
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Emergency Response .

Facilities and Occupational Health and
Safety representatives and activities.

Emergency Response

Crisis Manage ment
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Recovery Teams:

= Managing Director

= Operations and Support

= Information technology

= Finance

= Communications and Public Relations
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Business
Recovery
TIMELINE

System Recovery

IT
OHS
Legal
ops
Support
BCM
Risk
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Strategic Member ITEmergency Response
= Board Members

Tactical Members

= Business Continuity

) |F1E_' cilities . Cyber IT Disaster Recnvery'

*HR Detection, Notification, Respond Operational  teams vendors
= Legal and Contain, Eradicate, Post responsible for recﬂverlng systems to
= Operations incident review support business recovery.

= Occupational, Health and Safety
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WHY DO WE
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DO BUSINESS CONTINUITY¢

BUYING

PRODUCTI
SERVICE

STOP PRODUCT/SERVICE



WHAT ARE WE PROTECTING?

SKILLSETS

This pillar deals with a
loss of, or disruption to
the staff compliment

Examples of disasters
that will invoke the
People Strategy:

s Strike action

* Pandemic

* Events impacting staff
safety

PREMISES

e

This pillar deals with a
partial or total campus
inaccessibility

Examples of disasters
that will invoke the
Premises Strategy:

* Bomb threats
* Violent protest
* Flooding

DOCUMENTS

This pillar deals with a
loss of critical
documentation

Examples of disasters
that will invoke the
Documents Strategy:

= Fire

* Flood

* Damages
s Theft

EQUIPMENT

QO

This pillar deals with a
partial or total loss of
equipment (including IT
and user devices)

Examples of disasters
that will invoke the
Equipment Strategy:

¢ Fire

* Flood

s Theft

* Damages
* Loss

3RD PARTIES

This pillar deals with a
3rd party disruption
that means the
suppliers cannot fulfill
their service/product

Examples of disasters
that will invoke the 3rd
Party Strategy:

* Anyincident that
renders the 3rd
party unable to
fulfill
service/product
obligations

IT SYSTEMS

r

This pillar deals with a
partial or total loss of
critical IT and Telecom
systems

Examples of disasters
that will invoke the ICT
Strategy:

s Cyber Attack

* T system failures
s Malware

* Bugs

» Data centre failure




RECOVERY EXPECTATIONS
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RECOVERY — MEET OR GAP?
SOLUTIONS!

% Operational I
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ART RTO ART
6h 8 ho - 24 hours
GAP!!



WHAT ARE WE PROTECTING?

R HUETS
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SKILLSETS PREMISES DOCUMENTS EQUIPMENT ‘ IT SYSTEMS
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This pillar deals with a This pillar deals with a This pillar de
loss of, or disruption to partial or total campus loss of critical
the staff compliment inaccessibility

This pillar deals with a This pillar deals with a
al loss of 3rd party disruption partial or total loss of
quipment (including IT that means the critical IT and Telecom
d user devices) suppliers cannot fulfill systems

their service/product

Examples of disasters Examples of g disasters Examples of disasters Examples of disasters Examples of disasters
that will invoke the i nvoke the that will invoke the that will invoke the 3rd that will invoke the ICT
People Strategy: DJCuments Strategy: Equipment Strategy: Party Strategy: Strategy:
s Strike action s Fire * Fire s Anyincident that s Cyber Attack
s Pandemic s Flood * Flood renders the 3rd s [T system failures
* Events impacting staff * Damages * Theft party unable to * Malware
safety s Theft » Damages fulfill * Bugs
* Loss service/product s Data centre failure
obligations




SOLUTIONS — OPTIONS TO MEET RTO

Plan Documentation
Cross training
Creation of skills pools

Succession planning

Geographical resilience and failover
Data replication for short RPOs/ RTOs
Virtualisation and cloud computing

IT Service Recoverability & Availability
Cyber detection tools, first responders

Outsourcing

N

| (IT, Telecoms,
Cyber)

- Offsite/ alternate recovery site

- Remote working (VPN access, etc.)
- Recovery site location considerations

Just-in-case buffer stocks
SLAs

Dual sourcing

Escrow arrangements

Agreements with other suppliers to
obtain stock at short notice

- Optical scanning and backup

- Offsite archiving

- Battle box storage

- Specialised off-site equipment




INFO GATHERING:

Client expectations for organisational resilience

_— _—

1 I Top Management
= Define MTPD
Product A Product C 3 = Define target RTO
et i = Define target MBCO
. . A = Provide related depts.
There will be a gap bebwesentarget and

actual capability. These gaps must be
clo=sed inthe next phase tomest
strategicobjectives [customer
requirements for resilience)
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Process A Process B Process C

Identify related processes
Provide current RTO

Prowvide required RTO per app
Prowvide required RPO per app
Prowvide resources required to
meet Strategic MBCO

Tactical

e Process Experts

5 Provide resource requirements:
- — A) People =, Oy 2.5 Accountant 1,
E Debtors Cler

b B} Premises —Location, seatinge.g. 2 x
b StandardSeats, 1 I Centre

o - = S =

o C} Systems — e.g. Oracle, Exchange

¥} Physical Documents —e.g. Contracts,
= = = Customer files
— - = | |

E} Equipment —e.g. Laptop, Copier, Fax
Organizational rezilience to meet client expectations machine
F) Suppliers —e.g. Couriers




VALUE CHAIN PROTECTION:

Products and Function(s) — that “Packing” 6 Pillars
Services — what the which delivers the “Sourcing” 1 Premises
customer purchases product/service “Mixing”
“Labelling”
VOO LS “Distribution”
2. Skillsets

3. Documentation

4. Equipment
— DNy vailes are
based on a 2,000 calorie diet
CARBONATED WATER. SUCROSE
] CARA 1C
5. Suppliers/31 SRR ORAL FLAVERS O
Party’s ©2003 THE COCA-cOLA comPANY
2005-1492 12 02
6. IT & Data




DEFINITION OF OPERATIONAL RESILIENCE

Operational resilience is a business's abllity to respond to and overcome
adverse circumstances during operation that might cause financial loss or

disrupt business services.

An organization's operational resilience determines its ability to respond and

recover in a timely manner.



CONCEPT OF OPERATIONAL RESILIENCE
2ke >

People Facilities Technology | Operations ! Third Parties

Industry Collaboration (Driving various organisational benefits)

Organisationa
Sustainabili

Inremental
Change

Workforce Facilities HICT & Digitalf Operational i Supply Chain
Resilience Resilience Resilience Resilience Resilience

Incident Management

Emergency IT Disaster
Response Recovery
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Sudden

Business Continuity

Micro Environment
Macro Environment

Crisis Management
Industry collaboration (to enhance response and reduce broader impacts)
Disaster
Management
Local Emergency
Response Cyber

SOURCE: IRMSA: GUIDELINE ON INTEGRATING STRATEGY, RISK AND RESILIENCE 2022 EDITION



INDUSTRY STAN

Business
Continuity

Good Practice
Guidelines
2018

ISO
22301/22313

1SO22317 - BIA

1SO22318 —
Supply Chain

DRI Good
Practices

Country
Standards

IT Disaster
Recovery

ISO 27031

ITIL

DARDS

Crisis
Management

BS 11200

ISO 22361

Incident
Command
Structure (ICS)

Organisational
Resilience

ISO 22316

Other

Incident
preparedness
—1S0 22399

Exercising and
Testing — ISO
22398

Cyber

NIST

ISO 27001

Disaster
Management

National
Disaster
Management
Act

OHS

OHS Act

ISO 45001




Plan, plan, plan! —

¢ Customer frustration, lose customer
* Financial loss
* Reputational loss
« Backlog, fines, penalties
* Legal

ﬁ

% Operational
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Time
| |
WITH WITHOUT
RESILIENCE RESILIENCE
PLANNING PLANNING






A DISASTER RECOVERY AND
BUSINESS CONTINUITY PLAN?P
| APPLAUD YOUR PROACTIVE
THINKING SMITH BUT THIS FIRM
HAS BEEN IN BUSINESS FOR
23 MILLION YEARS AND
NOTHING’S HAPPENED YET/
I’/LL KEEP THIS ON FILE.




Any questions are welcome
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