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Elevating audit through objective / risk-based auditing

O The Institute of Internal Auditors (I1A) framework defines internal auditing as: ‘An independent, objective

assurance and consulting activity designed to add value and improve an organization’s operations. It helps

an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and

improve the effectiveness of risk management, control, and governance processes’

O It is a common fallacy that the Internal Audit function exists to pick holes in management’s operations. This
is not at all the case! Internal Audit must involve the organisation more in the audit process and produce

recommendations that contribute to the organisation’s objectives. At the same time, the internal audit

activity has to be careful not to lose its independence and objectivity because of moving closer to the

operations
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Elevating audit through objective / risk-based auditing

O The consequences of poor risk management (( https://youtu.be/X-Q0CA-bjQ4 ):

0

0

0

Reputational risk
Technology disrupter risk/s
People risk

Political risk

Decision making

O  Effective Risk Management and Assurance:

0

enables an organisation to optimise the level of risk being taken to best achieve the organisation’s objectives whilst still

operating within the risk appetite of the organisation.

Internal Audit transitions from the business of providing subjective opinions on “control effectiveness” on a small
fraction of the risk universe to ensuring senior management and the board are aware of the current residual risk status

linked to key strategic value creation objectives and potential value erosion objectives.
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Elevating audit through objective / risk-based auditing

Strategic Risks Destroy the Greatest Value

Share Price Impact and Audit Time Allocation Across Risk Categories
61

Likelihood of Qccurrence Executive Time Spent

Percentage of Risk Failure Leading Percentage of Time Spent by

fo & Significant Market Decline Audit Departments on Risk Types

Strategic
Buslness

9% — Operational
Risks

70— Legal and
' Compliance Risks

.- Financial
] Reporting Risks

Among the more than 10,000 companies that make up CEB’s global membership—including almost 2,000 general counsel, chief compliance
executives, chief audit executives, chief information security officers, and heads of ERM—the best companies employ three standout risk
management practices to avoid Organizational Drag:

1.Incorporate Risk Management in Strategy (and Vice Versa) and Establish a Healthy Risk Appetite

2.Coordinate Disparate Risk Information for Decision Makers

3.Manage Human Behavior as Part of the Risk Management Process
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Audit approach based on Risk Maturity

Controls Monitoring
Risk All risks identified and | Management monitor that
enabled assessed. Regular all types of response are
reviews of risks. operating properly. All
Responses are in managers provide
place to manage risks | assurance on the
effectiveness of their risk
management and are
assessed on their risk
management performance
Risk Management monitor that
managed all types of response are
operating properly. Most
managers provide
assurance on the
effectiveness of their risk
management and are
assessed on their risk
management performance
Risk Majority of risks Some management
defined identified and monitoring that all types of
assessed. Regular response are operating
reviews of risks. properly
Responses are in
place to manage
most risks
Risk Controls may be in Little monitoring
aware place but are not
linked to risks
Risk Controls, but some Very little, if any monitoring
naive may be missing or

incomplete

Audit approach

Cannot use RBIA. Adopt a
consultancy approach to
promote risk management
and achieve ‘risk defined’
status. Carry out risk driven
audits.

Courtesy Unisa
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'E] TopRisksFromFindings.pdf - Adobe Reader

FIGURE 2.6 =TOP RISKS BASED ON FINDINGS (BI)
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All calls, rows and columns in this report filter all other cells, rows and columns. Click fo SELECT, click again to DESELECT.

TOP 10 RISKS

Inadequate adherence to controls in place to prevent losses
Misappropriation of bulk depesit funds due to the Inability to identify the customer making the bulk deposit..
Inaccurate recording of working hours.
Stockholding Inaccurate
Excessive shrinkage due to inadequate stock monitoring
Lack of timely, complete and accurate banking of daily takings.

Injuries | daath dus to inadequate monitoring, maintenance and or operation of machinery.
Causes for not achleving targets not identifled thereby not addressing the actual problem.
Unauthorised price overides taking place
Out of stock situations arising due to poor supplier parformance

TOP BUSINESS UNITS @ LEVEL 3

Unit Level 1

ABC Retail
Group Lid

Unit Lewvel 2
Operations

Support Office

Linit Level 3

Op=s Araa 1

Ops Area 2

Ops Area 3

Ops Area 4

FRoofbuild

Advertising (Ops / Dept Level)
Creditors | New Program)
Creditors {Cid Program)
Finance

Legal

Payrall

Procuremeant (Ops / Dept level)
S0 - Debtors

50 - Fived Assets

60,984
45,945
27,990
54,225

81

1m

162
297
18




'E] RisksByCause.pdf - Adobe Reader

FIGURE 2.7 — RISK AND ROOT CAUSE ANALYSIS (BI) =HIC
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TOP 20 RISKS
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Inadequate adherence to controls in place o prevent losses [
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Insccurabs reconding of working Hours.

Stockholding Inaccurate

Excessive shrinkages dus 1o inadequate stock monitoring
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Injuriess | death dus to insdequate monitoring, maintenance and or operation of machine..
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Unauthorised price overides taking place I

Ot of stock situations arising due to peor supplier performance
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FIGURE 2.4 - FINDINGS BY ROOT CAUSE (BI)

Tableau - Findings Dashboard Fee —
() BARNOWL
CAUSES

ifies / manpower Attitude / Beh Demand f Resource Owemide/ disregard of controls

Inadequate knowledge and Jor skills

ProcesslLevel3 2011 2012 2013

Unit Eel 1  UnitLevel2 UnitLevel3  Unit Level 4 2011 2012 2013
Null

ABC Retail Operaticns Ops Area 1 Drivision 1

L3

Group L Division 2 Cash (AR - Extensive)

Division 3 Cash (AR)
Division 5 Cash (Pegasus) m
Divizion & Debtors (AR - Extensive)
Division 7 Debtors (AR)
Division & Debtors (Pegasus)
Division 9 Fixed Assets

Ops Area 2 Diivision 12 Human resources L
Diivision 13 Inventory (AR - Extensive)
Division 14 Inventory (AR)
Division 15 Inventory (Pegasus)
Division 16 Management & Administrati..
Divigion 17 OHASA
Division 18 OHASA (Update)
Drivision 19 Operations
Drivision 20 Ready For Business P

Ops Area 3 Division 4 Security
Division 24 Store Closure
Division 25 Store Closure (Update)
Division 29 Store Handover -

EH Findings DE1  EH Findings DB2 EH Findings DBE3  EH Risks by Cause  EH Causes by Unit by Process EH Causes by year EH CausesByTypeByYear EH i ::'l:_l‘




Assurance Landscape ; (All

FIGURE 1.5 - COMBINED ASSURANCE REPORTING

Business Unit: Jhb HR

Assurance provider

Unit

Risk

Controls

Management

[nternal

External

Exco

Management

Jhb HR

Headhurting by competitors

Career planning

Competitive remuneration

Promotion and transfer

Lack of ability to attract and retain new talent

Career planning

Competitive remuneration

On the job mentoring

Lack of appropriate training

Certifications and licensing

]

Specialist

[\

Compliance

A

[nternal
Audit

PwC

Deloitte

Cross training

Formal training

On the job mentaring

Lack of core compstencies

Certifications and licensing

Cross training

Established performance measures

On the job mentoring

Performance appraisal system

Lack of succession planning

Career planning

On the job mentoring

No follow up on staff losses

Perform exit interizws

Setup alumni programme

Non compliance with laws and requlations

Disciplinary policy and procedures

Employment contracts

Equal employment opportunity

Harassment and discrimination policy and
procedures

http://www.barnowl.co.za/tip-of-the-month/tip-of-the-month-combined-assurance-using-barnowl|-risk-management/
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XYZ Municipality
Performance Dashboard Quarter on Quarter

KPI Category

Basic Service Delivery

Ward

Community
Services

Financial
Services

HH TargetVsActualDashboard

KPI Subcategory KPI

Community and
social services

Electricity

Waste water
management

Water

Water

H Performance Dashboard [ MonthByMonthDashboard B ObjectiveMoniteringDashboa...

Appointment of a service provider to
implement approved human
settlement plan

Completion of 13t phaze of the
Library

Completion of bus route in Valley
Pass

Number of screenings at the Shadow
Centre

Completion of the new 11/66kY
electricity substation at city center

Completion of the construction of
new retention ponds in Valley Pass

Average water quality level as
measured per SANS 241 criteria

Completion of phase 2 of the
upgrade of supply pipe line

Completion of the upgrade of the
Booster Pump Station

Limitation of unaccounted water

FIGURE 1.4.4 - KPIs

Objective

Ensure social upliftment and maintain
basic senvices

Ensure social upliftment and maintain
basic services

Ensure social upliftment and maintain
basic services

Ensure social upliftment and maintain
basic sernvices

Ensure social upliftment and maintain
basic services

Ensure social upliftment and maintain
basic services

Ensure social upliftment and maintain
basic sernvices

Ensure social uplftment and maintain
basic services

Ensure social upiftment and maintain
basic services

To provide an maintain basic
senvices and ensure social upliftment
of the Breede Valley community

Target

500

95

25

4883

10

93

102,3

Financial Viability Chart ~ KPlActualVsTarget KPICategories  KPISubcategories

2013
02 03 o
o 00
pg 10 10
o 00
10 10 10
o 00
11 08 10

3150 5067 4833 4850 4733 4850

o 00
10

g 10
¢ ¢
106 104 105

KPI Subcategory:
KPI:

Objective:

Ward:

() arNowWL

2014

1110 10 11 1D
O 00 00
10 11 10 08 08

10 1010 10
¢ ¢ X X ¢
107 103 95 100 108
Waste water management

Completion of the construction of new retention ponds in Valley Pass

2015
Q2 03
o0
1110
o0
10 11
o0
10 1

o
10

¢

10,0

10

¢

14

4267 4700 4800 5267 5133

09

10,0

Ensure social upliftment and maintain basic services

Community Services

Quarter of Input Date: Q1

Year of Input Date:
Target:

Avg. KR Input Value: 10,8

KPIVariance:
1.0

2015

10

Above Target

"1 10 10 10 | 08

10

11

11

0000.)(000.)(

73 253

283 M8 M40 1 256

284

248

18
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6 ways objective / risk-based auditing adds value to your
organisation

Business focussed approach assisting the organisation to achieve its objectives: Audit focus on providing assurance on
achievement of business objectives as opposed to standard audit programmes where it is not always clear how these impact

the bigger picture.

Internal Audit focuses on the top value creation and potential value erosion objectives elevating IA’s stature and value
add: Audit recommendations provide the greatest value added in terms of the optimising the level of risk being taken to best

achieve the organisation’s objectives whilst still operating within the risk appetite of the organisation.

Inclusive audit approach facilitating buy in and ownership from management: Management is far more likely to support the
audit work when they are involved in the process and can see how the audit’s recommendations relate to the achievement of

their business objectives. Embedded risk management down to all levels.

Optimal level of assurance supporting the achievement of business objectives: Risk-based auditing is more efficient
because it directs audits at the high-risk areas, as opposed to simple rotation of predominantly financial areas, which may not

represent the greatest risk.

Improved operational efficiency: Risk-based auditing should highlight key processes and risks that are inadequately

controlled and / or over-controlled.

More effective use of audit resources: The audit plan is based on clear instructions from senior management and the board
on the level of risk assessment rigor and independent assurance they require related to strategic / business objectives. It

differs from the alternative approach, whereby the resources available determine the audits that can be conducted.

BARNOWL



In summary...

In order for the auditor to add value to and improve the company’s operations, it is important for the auditor to understand
the business objectives of the organisation and the risks that threaten or need to be taken (opportunity) to achieve these
objectives. Knowing where the biggest risks lie, makes it easier for the internal auditor to focus their audit effort on the areas

where the most value can be added.

http://www.barnowl.co.za/insights/6-ways-risk-based-auditing-adds-value-to-your-organisation/

Tim Leech: Risk Oversight Solutions

‘The risks of risk management’ written by C. Burt, Halex Consulting Limited UK

Arbutus Data Analytics by Anton Bouwer: Managing Procurement Fraud Risk through Continuous Monitoring
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Continuous Risk Measurement through Data Analytics

Risk indicators resides with data records.

Each record carries a wealth of information that can on its own, or compared to appropriate benchmarks, distinguish the

record from its peers

The process of measuring risks through data analytics must cater for the fact that data records can change over time. Eg, a
Journal can change from parked to posted to placed on-hold to marked for cancellation and back to posted. This can happen
over a relatively long period of time. Obviously, a journal placed on-hold carries a higher risk rating than a Journal parked and

awaiting approval

Similarly can a vendor invoice be unique in the system today but tomorrow the invoice can be duplicated and immediately

the risk associated with that invoice increases

Risk measurement of data must be dynamic. It must be attached to a data record. The concept of Robotics is perfectly suited

for Continuous Risk Measurement

Methodology — Attach robots as fields (computed columns) instead of independent programs. Robot lives with data record;

®,
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OO0 0000060006006 0060 666

General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger
General Ledger

Data records in General Ledger

Tuesday, March & 2018
Tuesdzy, March 6, 2018
Thursday, March 1, 2018
Wednesday, March 14 2018
Thursday, March 22, 2013
Thursday, March 22, 2013
Mondzy, March 26, 2015
Thursday, March 23, 2018
Thrsday, March 29, 2018
Thursday, March 1,2018
Thursday, March 1, 2018
Tharsday, March 1, 2018
Thursday, Merch 1, 2018
Thursday, March 1, 2018
Thursday. March 1. 2018
Thursday, March 1, 2018
Thrsday, March 1, 2018
Mondzy, March 5, 2018
Mondzy, March 5, 2018
Monday, March 5, 2018
farch 6, 2013
Tuesday, March §, 2018
Tuesday, March § 2018
Tuesdzy, March 6, 2018

Continuous Risk Measurement through Data Analytics

VAT CONTROL
2400000 ADMIN FEES RECD
ONTROL
8500000 VAT CONTROL
CONTROL
8500000 VAT CONTROL
CONTROL
8500000 VAT CONTROL
2300000 SALES
8500000 VAT CONTROL
8500000 VAT CONTROL
8500000 VAT CONTROL
ONTROL
8500000 VAT CONTROL
VAT CONTROL
8500000 VAT CONTROL
ONTROL
8500000 VAT CONTROL
ONTROL
8500000 VAT CONTROL
8500000 VAT CONTROL
8500000 VAT CONTROL
VAT CONTROL
8500000 VAT CONTROL

ontras
ZCortras
ZContras
Zontras
ZContras
Zontras
ZCortras
ZContras
Contras
ZContras
ZContras
ZContras
ZContras
ZContras
Contras
ZContras
Contras
Zontras
ZContras
ZContras
ZCortras
ZContras
Contras
ZCortras

[ERF

B R R R R B R R R R BR R R BE RGO

35000
000
700

Tax enry Tex Invoice:
Taxinvoice IN141845 - IN141545
‘Tax entry Tax Credit note
Tax entry Tax Credit note
Tax eniry Tex Crecit note
Tax entry Tax Credit note
Tax eniry Tes Credit rote

6 Tax eniry Tex Credit pote
Tax Credit note 1C002091 - 10002056

Taxeniry Tax Invoice
‘Tax entry Tax Invoice
Tax entry Tax Invoice
Taxeniry Tax Invoice
Tax entry Tax Invoice
Tax entry Tax Invoice:
Taxeniry Tax nvoice
Tax entry Tax Invoice
Tax entry Tax Invoice:
Taxeniry Tax Invoice
Tax entry Tax Invoice
Taxenfry Tax Invoice
Taxeniry Tax Invoice
Tax entry Tax Invoice:
Taxeniry Tax nvoice

e Captured after
hours

e Captured on
weekends

Risk
Robotl

Risk e Manual journal
Helsleiwi s affecting revenue

Risk
Robot3

e Round amount

/| N\

e Duplicate invoice

e Duplicate
payment

Risk
Robot4

e

e Park & posted by
same person
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Seamless integration with Risk management System
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Continuous Risk Measurement through Data Analytics

Sunday B .
- &
W .
Mon Friday oK
Thursday
400
. | ‘ @ ARBUTUS
Drive Your Analytics
AutoNu  Transac GDC_Desc GLACC Acc_Desc Refrence DDate Amount Taxamt Tax_percent  InvoicelD Risk_rating T1Ff, Acc Desc Risk_rating .
mber tioniD _am =
- DIRECT WAGES | 647
General Ledger 2300000 SALES ZContras June 30, 2018 -3.047,167.51 0.00 0.00 4 DIRECT SALARIES | 425
General Ledger 8130000 SUNDRY CREDITORS 138 March 31, 2018 -550,088.14 0.00 4 VAT CONTROL | 403
General Ledger 8130000 SUNDRY CREDITORS 145 June 30, 2018 543,433.55 0.00 4 COD ACCOUNT | 328
General Ledger 8130000 SUNDRY CREDITORS 162 , September 30, 2018 0.00 4 HYDRO POWER EQUIBMENT(PTY)LTD | 297
General Ledger 8150000 ACCRUED EXPENSES ZContras J, April 1, 2018 0.00 PN173854 4 ACCRUED EXPEN | 282
432509 3122 General Ledger 8150000 ACC EXPENSES ZContras June 30, 2018 0.00 0.00 PN174971 4 Inventary - bidtenal (vjs) 245
440365 3203 General Ledger 8150000 ACC EXPENSES ZContras September 30, 2018 0.00 0.00 PN 4 VEHICLEEXPENSES | 228
General Ledger 1950000 INTEREST RECEIVED 138 March 31, 2018 0.00 0.00 2 RIES - ADMIN. 225
N C RS
General Ledger 1950000 INTEREST RECEIVED 148 : 0.00 0.00 3 =AM ChE T | 0
WIP - M (vjs)
General Ledger 1950000 |INTEREST RECEIVED 149 0.00 0.00 3 WIP - Material (vjs) i)
- — COGS - Material (vjs) | 171
General Ledger 2300000 SALES ZContras v, March 29, 2018 -4,059,867.58 0.00 0.00 3
General Ledger 2300000 SALES Thursday, April 1 1,601,430.06 0.00 0.00 3 Inventary - Subcontract i
enera = 300 Al I v, oy - 30.0¢ X . OK
| uJ o E o ° TELEPHONE & TELEX | 169
General Ledger 2300000 SALES Contras  Friday, April 2 -2,541,202.22 0.00 0.00 3
nerstLecger =l T LESS PROVISION FOR DEPRECIATION 160
General Ledger 2300000 SALES ZContras Thursday, May -3,340,98 0.00 0.00 N1, 3 WATER & ELECTRICITY | 151
VATER & ELEC
General Ledger 2300000 SALES ZContras  Tuesday, Jul L2 -806,151. 0.00 0.00 143184 3 WIP - Subcontract (vis) 150
General Lecger 2300000 ZContras  Tuesday, July -1,194,596.65 0.00 IN143301 3 PURCHASES - r-,‘ATE;.\A_S | 147
General Ledger SALES ZContras Tuesda y -1,173,992.00 0.00 0.00 IN143319 3 Inventory - Labour 146
Genaral | adg 2200000 SAIFS ZCnntrac  Eridaw Auanet 21 2018 -2 5RIINE TS i NN _IM142A03 2 INTEREST PAID | 142
3,511.64 6,856,615 -2,870.64 10833 M !
5 Total
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