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T Risk management creates and protects
- strategic value to all stakeholders

Risk management is an integral part of all
organizational processes

Q Risk management is part of decision making

Need for risk

Mand ge me nt Risk management explicitly addresses

uncertainty and opportunity

Risk management is systematic, structured
and timely

Risk management facilitates continual
improvement of the organization
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The Risk Agenda

Enhance risk strategy

»

Improve the overall alignment of risk with corporate goals, major
initiatives and emerging market trends

Clarify the definition of “risk” and determine the management and
board's risk appetite and overall tolerance levels

Communicate overall risk strategy to key stakeholders

Clarify and strengthen risk oversight at the board and executive
management levels

Deliver greater transparency and accountability at all levels in the
organization

ove controls and processes

Reduce cost of controls spend

Leverage automated controls vs. manual controls
Implement more prevent vs. detect controls

Optimize controls around key business and IT processes

Monitor critical controls and KPIs continuously to improve
decision-making and performance results

|

Turning
risk into
results

Embed risk management
Define the key “risks to own™ that drive growth and create value
(day-to-day business, change programs, emerging business)
Invest differentially in the strategic “risks that matter” to better
enable performance

Link risk management to business planning and performance
management

Align key risk indicators (KRIs) with key performance indicators (KPIs)
and key control indicators (KCIs)

Optimize risk management functions

Improve the effectiveness and efficiency of individual
risk management functions
Reduce redundancies and overlap in risk coverage

Coordinate risk activities and align skills to better leverage existing
infrastructure and resources

Enable risk management | Communicate risk coverage

Harness technology to enhance and more effectively enable
risk management, controls and processes

Improve transparency and frequency of stakeholder communications

Provide greater assurance to customers and stakeholders through
independent, third-party verifications
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20 key principles within each of the five components

Governance
' I & Culture

1. Exercises Board Risk
Oversight

2. Establishes Operating
Structures

3. Defines Desired Culture

4. Demonstrates
Commitment
to Core Values

5. Aftracts, Develops,
and Retains Capable
Individuals

Graphic has stronger ties to the business model

MISSION, VISION
& CORE VALUES

f [ Governance
3 & Culture

Strategy &
Objective-Setting

6. Analyzes Business
Context

7. Defines Risk Appetite

8. Evaluates Alternative

Strategies

9. Formulates Business

Objectives

@ Performance

10. Identifies Risk

11. Assesses Severity
of Risk

12. Prioritizes Risks
13. Implements Risk
Responses

14. Develops Portfolio
View

ENTERPRISE RISK MANAGEMENT

STRATEGY
DEVELOPMENT

Strategy &
Objective-Setting

BUSINESS
OBJECTIVE
FORMULATION

Performance Review
& Revision

IMPLEMENTATION
& PERFORMANCE VALUE

Review
& Revision

15. Assesses Substantial
Change

16. Reviews Risk and
Performance

17. Pursues improvement
in Enterprise Risk
Management

ENHANCED

Information,
Communication,

& Reporting

Information,
Communication,
& Reporting

18. Leverages Information
and Technology

19. Communicates Risk
Information

20. Reports on Risk,
Culture, and
Performance



Importance of culture

« Addresses the growing focus, attention and Importance of culture
within enterprise risk management

« Influences all aspects of enterprise risk management
« Explores culture within the broader context of overall core
 Depicts culture behavior within a risk spectrum

Risk Averse Risk Neutral Risk Aggressive
« Explores the possible effects of culture on decision making

« Explores the alignment of culture between individual and entity
behavior



« Explores strategy from three different perspectives:

—The possibility of strategy and business objectives not aligning with
mission, vision and values

—The implications from the strategy chosen

—Risk to executing the strategy

STRATEGY,
MISSION, VISION & y BUSINESS ENHANCED

CORE VALUES OBJECTIVES & L PERFORMANCE
PERFORMANCE




Integration= improved decisions = enhanced
performance

* It helps organizations to:

— Anticipate risks earlier or more explicitly, opening up more options for
managing the risks

— Identify and pursue existing and new opportunities
— Respond to deviations in performance more quickly and consistently

— Develop and report a more comprehensive and consistent portfolio view of
risk

— Improve collaboration, trust, and information sharing



Links to performance

Enables the achievement of strategy by actively managing risk and
performance

Focuses on how risk is integral to performance by:

—Exploring how enterprise risk management practices support the
identification and assessment of risks that impact performance

—Discussing tolerance for variations in performance

Manages risk in the context of achieving strategy and business
objectives — not as individual risks



KPI's and

KRI’s

Key Performance Indicators
(KPIs) help a firm see how it
is performing in relation to
its strategic goals and
objectives.

Key Risk Indicators (KRIs) are
leading indicators of risk to
business performance, giving
early warning about
potential risk event

Use KRIs to monitor risks are
in the areas such as:

natural catastrophe risks (as
% of group shareholder
equity)

asset-liability matching
(duration mismatch)

strategic asset allocation (%
allowed in investment
category)

credit risk (weighted average
credit rating)

other risks specific to
business or functional areas



Risk versus performance

« Introduces a new depiction Tolerance
referred to as a risk profile Target

« Incorporates:
—Risk
—Performance
—Risk appetite
—Risk capacity
« Offers a comprehensive view of

risk and enables more risk-
aware decision making

Risk

Performance
M Risk profile M Risk appetitle M Risk capacity

 The framework provides a complete depiction of how to build a risk
profile in an appendix



Design, build and implementation of Key Risk Indicators

Design
= Establish extent of existing management information and
other data flows — indicators in place if applicable Example KPI, KCl and KRIs
» |dentify committees, forums, management meetings etc —
. . . cel- ontrol:
currently in place that can be used to discuss risk and control Clionts e e Daily monitoring, Point of entry
. . baS|S procedures, Collateral cover
iIssues on an ongoing
» Define and document roles and responsibilities of risk and KP: Kol
control owners e o | | "t e
Bu”d Process . . Number of deals executed for clier_1t_s xr?olzhave defaulted in the past who do not
= Assign ownership for risks and controls have sufficient colateral cover

= Communication with risk and control owners relating to their
ongoing responsibilities

= Carry out workshops with all risk and control owners to st
design indicators to be put in place

» Define how existing information flows and committees etc are

Control:
Adequate remuneration & motivation
packages allied to communication.
Bonus Pool

KCI:

to be used to minimise additional workload Number of taf leaving without a M s Lagea
= Risk and control owners refine the indicator monitoring planned successer bonus payment
process KRI:
= Overall analysis of indicators for gaps and dual coverage Nimber of saff Caving witiout PEATSC SEEECSSOr e (0 femuneration (Bonuses

= Design reporting protocols

Ongoing Operation of Process

= Design review mechanism (i.e. Corporate Risk department or
Internal Audit, etc.)

» Create storage mechanism for information

» Perform ongoing consistency checks of indicators set up
across the organisation




Risk aware decision-making

: ' Risk
Risk Profile

Risk Aware

Decision Making



Second line of defense

Figure 5. COSO and the 2nd Line of Defense
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16. Conducts ongoing and/or separate

evaluations Inspection

17. Evaluates and communicates deficiencies

Compliance
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Risk universe

Accounting and Liquidity and
Reporting Credit Market
Capital
areg Structure
Dynamics
Major Tax
Initiatives
Mergers FINANCIAL
Acquisitions, \
and Divestiture
Sales and
Marketing
Planning and
Resource
Allocation STRATEGIC
Supply Chain
Governance OPERATIONS
Information
Technology
Communication
and Investor
Relations COMP“ANCE
People/
Human
Resources
Hazards and
Physical
Assets

Regulatory

Legal Code of
Conduct



Risk Management

Identifying areas of threat
to the business

Assessing the potential
impacts and managing
these

Growth and continued
existence of the business

STRATEGIC  ANALYSIS

| ] |
INTERNAL EXTERNAL
| | I | [
STRENGTHS | |IdEAKNESSES [OFPORTUNITIES] | THREATS
build; enhance | |resolve; redwce | |exploit; expand oveid ; Hhwart

\h




Likelihood

Almost
Certain (5)

Likely (4)
Possible (3)
Unlikely (2)
Rare (1)

Risk versus opportunity

-H -M

-H -M

-M L

H H -M -M L

-M -M L L L
Extreme Major Moderate Minor  Insignificant

Negative -5 Negative -4 Negative -3 Negative -2  Negative -1

Negative Consequences

M H

M H H

L M H H

L . M H H

L L L MM
Insignificant ~ Minor Moderate Major Extreme

Positive +1  Positive +2  Positive +3  Positive +4  Positive +5

Positive Consequences
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Enterprise Risk Management (ERM) Approach

The structured ERM approach defines the key risks to business objectives across
the organization and evaluates the level of management preparedness to clearly
define opportunities to improve and/or monitor risks.

Define Inherent
Business Risks Define Recommended

Course Of Action

Identify Significant

Evaluate The Level of
Management Preparedness

Inherent Risks Link Risks To
: Strategic Objectives

Strategi

Operations
Strategies &

# - ' Bu.sm?ss * éﬂogr:irgl éno%rg(l éﬂogr}t'ri‘l

Objectives Activities Activities Activities M O N |TO R

Financial i

Risk and
Control Plan
Compliance

24




FS Accounts Mapped
to Processes;
Processes Mapped
to Business Units

Process universe

Financdial Statement Assertions

Reyenue Purchases d Fandal Payroll and
Recciables Payables Reporting / Benefits Treasury Legal Compliance Manufacturing
= BLI1 = [Orporate —= B = (arpOFate b= (orporate . ¥
—- (L2 = B2
- BLI3 = 1] Investor Emirenmental

Risk Assessment Documents
« Risk Analysiz Matrix by Financial
Statement Account and Disclosure.
« Account Risk Analysis Mapped to
Business and Critical Applications
and Underlying Technology.

Risk Identification and Analysis

Prepare Risk
Control Matrices
{Manual and
Automated)

Mega Process (Level 1): Procure-to-Pay

Major Process | Subprocess Activity (Level 4)
(Lewvel 2) (Lewvel 3)
Procurement Requisition Create, change, and delete
processing
Purchase order | Create, change, delete,
processing approval, and release
Receiving Goods receipt | Create, change, and delete
processing
Cioods return Create, change, and delete
processing
Accounts Pay- | Vendor Create, change, and delete
ahle mAnagement
Invoice Create, change, and delete
processing
Credit memo | Create, change, and delete
processing
Process Create, change, and delete
payments
Void payments | Create, change, and delete
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Process overview flowchart

Procure to Pay Process

Requisitioner

Buyer

Receiving

Accounts
Payable

Risk and Control Matrix: Procure-to-Pay
CONTROL CO50 COMNTROL COMNTROL TESTING

BUSINESS PROCESS & ik
CONTROL OBJECTIVES ACTIVITIES | COMPONENTS |ATTRIBUTES | cLASSIFICATION
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Risk management strategy

@ Avoid Take risk
Almost
Accept Certain (5) H ! M H
T
9 |Likely (4) -H -H M M H
L
@ |Possible (3) H H M L L M
iy .
[:% Tra n Sfe r Unlikely (2) -H -H -M M -L L M M H H
Rare (1) -M -M -L -L L L L L M M
Extreme Major Moderate Minor  Insignificant | Insignificant ~ Minor Moderate Major Extreme
M Itl g ate Negative -5 Negative -4 Negative -3 Negative -2 Negative -1 | Positive +1  Positive +2  Positive +3  Positive +4  Positive +5
Negative Consequences Positive Consequences
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Residual risk versus risk appetite

} Risk Appetite Framework

Strategic
Plan \
Measures / -
of Success

Corporate

Objectives Tolerarwe

ERM Risks > RN
" Target
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Combined assurance

Figure 2. Three Lines of Defense Model
The Three Lines of Defense in Effective Risk Management and Control, The Institute of Internal Auditors, January 2013 Board of Directors

Governing Body / Board / Audit Committee S |I1:I|:II:.'.TLI.M
Senior Management !

A CEO & C-Suite
Inte rnal 'AUdlt CED has averall responsibilitg Tor buldng and maintasneng
Internal sudit provides independent and tmely nformati rodiia risk management processes and deliverng relable
tive board on the overall reiability of th "srisk and tim ely information on the current residual risk status
managemeni proc wfl the reliahility of the consol Enked to top vakue creation and potentially vakue eroding
artan resdual L s Bnked 1o lop v g ohjectives to the board. This mdudes ensuring objectives
jectives delivered by are assgned ownessponsors who have primany
responsbility to report on ressdual risk status.
Dwnen/sponsors often include C-Suite members.

Financial Control
Management Internal Control Risk Management

m
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=
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Work Units

Business unit leaders are assigned owner)sponsor
responsibility for reportng on residual risk states on
objectives nol assigned 1o C-Suite members or other stall
groupslike IT, These may be sub-sets of op level value
creationystrategic objectives and high level potential value
erosion ohjectives.

fude ERM supgort uni
operatonal o ncial insiibu ons, salely,
enviromment, com pliance units, legal, insurance and others. They
have primary responsiity fi i

Gontls | Measres

D Risk Oversight Solutions Inc.




Integrated LOD (Lines of Defense) Model

Business Ers Ris Lines of defense

and initiative
g
= =
i m
i E Operations o pgananament - Indensndent = Combines
. = o - Peratl ¥ Management o Independent mbine
I c andbusiness = agqurance S assurance £ ]
E % = units = ; = : aach ris
= r: = = {ongoing = loverrisk 2ach risk
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E. = (designand o controls = management)

operation of Y menitering)

controls)
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f/ \
/ Risk no. 5 - Significant \

| or material weaknesses |
' - |
| resulting from

\ 1)

\ N - {
\  inadeguate internal |/

.&irawcialcontroly

- =

Contributing factors

Inadequate

management process

and support for

evaluation of internal

controls

Lack of effective
documentation and
tracking process for

50X 404 compliance

including systems
Enterprise-level
controls do not
provide sufficient
focus or support to
enable consistent
and accurate tax
accounting and
disclosure

Inherent
risk rating

Current controls

» Internal contrel
framework

» Management
sponsorship of internal
control identification
and evaluation
Processes

» Internal contrel
documentation and
testing processes

» GRC system

Status Report

Lines of defense

Owner

Activity

Chief Financial
Officer

» Developing and operating
internal controls

Control self assessment -
5 processes last quarter

Q2 Quarterly disclosure
meeting

Group internal
contrels

Supporting development of
internal control framework
and processes

Maintaining process and
control documentation
» Ongoing menitoring of
Processes

= Internal audit

= External audit

» Q2 spot testing of controls

» Interim testing of controls

Key:

A Noissues

Residual
risk rating

Status and
comments

A
Controls
testingin
the last two
quarters
have not
revealed any
deficiencies

Process improvement or increased formalization

¥ Gap or centrol failure warranting attention




