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Integrated BCM and Risk Explained
Agenda;

Planning for Potential Business Disruptions — Steve Simmonds
Integrating the BIA with Threat Risk Assessments using BarnOwl — Jonathan Crisp
Embedding the BIA and BCM Processes — Steve Simmonds
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Climate Change — The Bering Sea O\
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Bering Sea Ice Change April 2013 — April
2018. During winter, the Bering Strait has
historically been blanketed in ice, but by

2019 the ice has nearly vanished.
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The World We Live In

PRD
Threats 1945

Population Population
268 ’6’,935. . 11B.

—

I m p q C II.s Service Rocketing Youth Poverty &

Delivery Care Unemployment Inequality

Challenges Costs

.

Conflict &
Unrest

000000
faffffm
00000
feem
2050
Population

P B .

4%

Disease & Resource
Malnutrition Consumption

Food
Insecurity

o

SYNERGYGRC

Enabling Better Business

O

BARNOWL



Global Risks Landscape 2020 Prior to Covid 19

Threats
and their
Impacts
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THE GLOBAL RISKS LANDSCAPE 2020
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Natural disasters are becoming » Climate action

0 Natural disasters
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WEF 18 Month View of
a Post COVID Worla

Calculated from the Opinions of 347 Senior
NN NCIAR

On the bright side, many experts are also
looking to this recovery trajectory as an
opportunity for a “great reset” of our global
systems
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Another COVID-19 outbreak 0
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What is Business Resilience? o
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ECOLOGICAL RESILIENCE
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Business Resilience in the Context of BCM o
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Business Resilience

Business resilience planning is a governance and risk
management responsibility that boards must address to enable
them to survive and thrive in an increasingly hostile environment

Business Continuity Disaster Recovery
/I Systems and processes Subset of business Q
|:| ensuring you can continuity focusing on p
[] I:I maintain essential recovering IT & d
operations and systems I
resumption in the event
of crisis
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Organizational Resilience

Business
continuity
management
is a total
business
approach

ORGANIZATIONAL
RESILIENCE FRAMEWORK

Business Continuity/ Crisis Management Critical Financial Health Human Resource ICT
Continuity of Operations & Communications Environments & Viability Management Continuity

00

Incident Information Legal, Audit & Organisational Supply Chain
Response Security Compliance Behaviour Management Resilience

THE ICOR
THE INTERNATIONAL CONSORTIUM OF ORGANIZATIONAL RESILIENCE (C) 2010-2016 ALL RIGHTS RESERVED

]
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Some C
and thel

urrent Threats Facing Businesses

r lmpacts

\S
Threats \" Impacts
Trade Movement Restrictions Supply chain interruption
Pandemics Compromised worker health & safety

Job Losses, Recession

Cyber Attacks/Data Fraud

Extreme weather

Loss of staff and staff morale

Data loss/corruption

Restricted access to facilities
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Why are impacts an important point of focus?

LY

) |« Are

) .

QO associated
C with the
Q. processes
- and/or

assets key to
the business

o

Impacts

 Can be
assessed
objectively

Knowing
them assists
In corporate
strategy and
policy
development
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Why is it Important to do a Business Impact Analysis? ] o
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It determines the
Impact on a business It is based on an
when processes are Inability to perform a

not functional or process

available

It identifies how It is concerned with
quickly the process when a process needs

must be available to be available

It determines what
technology or

planning is needed for O
functional recovery
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BIA Assessment o

'l SYNERGYGRC

Enabling Better Business @

Subjective How much time the
The critical operational and/or business ranking of the How much data your organization can afford to Describes actions the business unit
operation Vs The potential effects of adisruptionto "o '8 Impact categories are the aspects of the v ¥ & € Names of organizations and/or sub-  Financial amount associated with the e . sines Technology / Services Recovery Time —In each
support activities (either provided " . o0 "% critical process / |0 = _ businesscanaffordto  lose after a disaster e - ” o Non-financial impact to the Indicates how many staff can be recoveredto  can take to recover to a “business 5 o s
- N critical business sub processes / activities " business that will be analysed to determine . » N ) processes / activities the critical sub critical sub process / activity, e.g., . - o P " space list the critical systems, network services,
internally or outsourced) required by the » N activity . . . _lose, measured in time strikes until it is back in " company, e.g., loss of reputation, business almost as usual” within specifictime almost as usual” state, e.g., work o "
" . . . . as a result of a disaster, accident or . the negative effects of disruptions of varying . ) process / activity depends on for annual revenue generated by the etc. that must be recovered within the specific
to achieve its i.e. according to (e.g. one- hour worth of  business. Generally, this . loss of customers frames from home, relocate to an alternate
N emergency - lengths. L normal operations process. ) time frame
services and/or products. criticality to the data) relates to the entire time it area, recover to a hot site
business unit takes to operationalize.
PRIORITY IMPACT RECOVERY POINT RECOVERY TIME OBJECTIVE TIME NEEDED TO RECOVER STAFF TIME NEEDED FOR RECOVERY
CRITICAL SUB PROCESS / ACTIVITY BUSINFSS NISRIPTION ORIECTIVE (2P0) - Months.  (RTO) - Months. Weeks. Davs. DEPENDENCIES QUANTITATIVE IMPACT QUALITATIVE IMPACT RECOVERY STRATEGY EN— CONTINGENCY PLANS
s.>2 weeks

The potential effects of a disruption to Names of organizations and/or sub- Financial amount associated with : .
Non-financial impact to the

critical business sub processes / processes / activities the critical sub the critical sub process/ activity, :
o ; .. company, e.g., loss of reputation,
activities as a result of a disaster, process / activity depends on for e.g., annual revenue generated by loss of customers
accident or emergency normal operations the process

BUSINESS DISRUPTION DEPENDENCIES QUANTITATIVE IMPACT QUALITATIVE IMPACT

Time taken to sign people
in manually

Employees unable to swipe

their access card at security. Access system RS 000,00

Unable to track receivables Delay in processing of

Sage Accounting System | R20 000,00

and payables documentation




Recovery Strategy o
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Within Within Within
minutes hours weeks to
or hours or days months

Timeline
|
r=drras Respond Recover Restore
: Resume Return
Last Viable Definite Data Loss System Downtime & Potential All Functionality
Resiorcla Point . Further Data Loss Reco;/ered
| |
{do] RTO

O

Implementatlon measures and activities to lessen Impacts BARNOWL




BIAs are the “"what” is impacted, and Risk S
Assessments are the “how"” impacts occur 17 Kk

Input

Output Input

Output

Cfiti':rﬂ_ﬁf_‘.-" and B I A Strateqgy for Business Threat, R A Impact, Likelyhood
Sensitivity of Continuity & Recovery, Asset, Counter Measures
Assets, Resource Criticality Prioritization, Vulnerability Controls
Classification RTO, RPO etc.
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Malicious outsider, Malicious ®

Insider, Epidemic / disease glkef: "NERGYGRC
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Risk Assessments — Strategic Objectives o

Vision and
Mission

Strategy (

Strategic
Objectives
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Strategic Objectives (Examples)

Constructive board engagement

Effective threat, impact and risk positioning
Strong risk culture

Commitment to policy implementation

Desire to embed BCM in the organisations culture



Risk Assessment o
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BIA BUSINESS DISRUPTION BIA QUALITATIVE IMPACT

BIA BUSINESS

BIA QUALITATIVE IMPACT
Access Cor DISRUPTION QU <

. -
‘- o

‘-
Power Outage (Regional Employees unable to swipe Time taken to sign people in .Secunty.clearance/check MODERATE Reduce ODERATE
Blackout) their access card at security. | manually information

‘-
] Unable to track receivables . . )
Customg MODERATE
Delay in processing of Accounting records -
. IT System crash and yinp . 9 . g Develop a BCP

payables documentation invoices, bills, accounts

Control g
to Manuf MODERATE

] I s —
IAEIVE! CIEEEN CEel B Unable to meet product design
Product Development Control Systems Failure improved if CAD system is not deadiines Design Reduce 3 3 MODERATE
available
Gt el Eoipes i Unable to meet customer delivery
Staging Orders for shipment Power Outage (Regional Blackout)| shipment cannot be picked Stock Awid Purchase Generator 3 3 MODERATE
sl peEasl requirements



Integrating the BIA with Threat Risk Assessments using BarnOwl

Process Tree

Process Tree

“ i@ Process Root
) ABC Cobit
4 BCM Standard

v 4 BIA

-4 Contracts

Q& Design
Q4 Fadlity Management
Q& Final Assembly
- Human Resources
-4 Internal Infrastructure
& Internal IT Infrastructure
Inventory Control
- Payroll
Q4 Procurement
- Product Shipment
& Project Management
N B525999
A coBrT

IIE Organisational Structure

Organisational Structure
v i@ Root

“ -5 ABC Corporation
w =) Cape Town

£y Inventory

2y Materials Management
£y Procurement

“{=§ Durban

-{=§ EastLondon

4= Johannesburg

“{=§ Port Elizabeth

Q& Customer Order Processing

(gRPRISE RISK g,
' \NTERNAL Ay,

‘COMPLIANCE
s

A/

GOVERNANCE,
SUSTAINABILITY
& GROWTH

&

Gs/”é‘;y’

RISK
IDENTIFICATION

EXECUTION & “RISK
MONITORING 4l MITIGATION

CLIENT ABC Head Office
CLIENT ABC ' Head Office
CLIENT ABC :Head Office
CLIENT ABC . Head Office
CLIENT ABC :Head Office
CLIENT ABC :Head Office

P gathered and created during projects
* roles and responswbllms
lTSystem crash
IT System Crash {CRM)
Loss of Data or Network Service Disruption
Power Outage (Regional Blackout)
Segregation of duties
Transportation System Disruption

Use of unprotected maobile computing and communication facilit...

2] BARNOWL

Einerssiinee Process ws Unit Score Card - BIA

| Lock Register Refresh Wrap Text Print =, Export Register
Process Tree
v g Process Root Processes)
» N ABC Cobit
i@ BCM Standard - Contracts
v u BIA - -VWendor Contract Management
A Contracts - Customer Order Pracessing
A Customer Order Processing
A Design
W@ Fadlity Management
W& Final Assembly
- Human Resources
-§# Internal Infrastructure - - Access Contral
i@ Internal IT Infrastructure || - Final Assembly
-{ Inventory Control - - Assembly of medical devices
4@ Payroll - Human Resources
43 Procurement
--u Product Shipment

- - Customer Sales Calls
- Design

- - Product Development
- Facility Management

- Intemnal Infrastructure
- - CRM System
- Intemnal IT Infrastructure
- Inventory Control
% Cobits - - Control of component supplies to Manufacturing
"N Cyber Defence - Payroll
N 15027001 - - Salary Procassing
A NIST - Procurement
- - Accounts Payable
- Product Shipment
- - Staging Orders for shipment
- Project Management

# Unit Title
1 Root\CLIENT ABC\Head Office
2 Root\CLIENT ABC\Head Office\Facilities and Security

L RI RR | RiskResponseD.. |Potential Impact(Busmes Business Function Impact... | Information Type(s) I

mw " ToEononesences

4.00 . 4.00 4.00 Payment System notoper Delaysmpawngemplayee Payrollinformation,in

4.00 & 400 - 4,00 ¢ 2.00 E 00 No system in place farme... | Informationconfidentiality © NfA

400 300 1200 400 oo [N NiA

z00  soo [EEEEE so0 200 [EEEN Lack of accountability and... - Lack of accountability NjA

4.00 © 4.00 - 4,00 : 3.00 : 12.00 Unableto track receivable... : Delayinprocessingofdoc.. | Accounting records -i

3.00 © 400 1200 3.00 ¢ 3.00 | 9.00 - Mitigate If CRM systemis not oper.. Delaysinprocessingof cu... | Customer correspond

2.00 : 3.00 - 2.00 @ 200 - Protection of privateand...  Loss of accessto contract... : Supplier contracts

3.00 @ 2.00 - 3.00 ¢ 200 - Develop BCP Employeesunableto swip... Timetakento signpeople.. Security clearance/chd

400 <00 [EEEEE <00 300 1200 Fraud and reputation Fraud NfA

3.00 @ 400 @ 1200 @ 3.00 @ 3.00 @ 9.00 Mitigate Unableto assemblemedic... ' Delayinprovision offinal...  Machinery

200 © 400 | 8.00 @ 2.00 @ 3.00 - Mo ?security measures hav...  Loss of confidetialinforma... - NfA




BIA Assessment in BarnOw|

BARNOWL

) BarnOwl ERM
"_] File Edit CreatefLink Wiew Reports My Favourite Reports Window Help

I'ﬁ Organisational...

Organisational Structure
v -9 Root
£ 2018
) ABC Corporation
~ &) CLIENT ABC
k) Head Office
&) Manufacturing
&) Operations
i & Warehousing
- Client xyz

BarnOwl Dashboard - Head Office Process Register - Head Office

E‘, Lock Register E\i 5 Refresh [+ Expand Register ; Unwrap Text Print E1 Bxport Register m Favourite View ~ @ Show Filter Clozse

Parent Process Process Process Title Head count | Priority Ranking Impact Category Recovery Point Objectiv... | Recovery Time Objective {... | Business Disruption Dependencies

INFRASTRUCTURE -
Restricted access to fadilities

Employees unable to swipe their

Access Control 10.00 access card at security.

) Facilities and Security  Facility Management 16.00 6.00 Access Systems

FINAMCIAL - Increased
expenses

Unable to track receivables and

Procurement payables

+): Finance Accounts Payable 3 - Important—1-3 days Sage Accounting Syster

+}: Human Resources Hun Lossof abilityto deliverservices

Business Disruption Dependencies Quantitative Impact Qualitative Impact

Payment System not operational Sage Payroll System

4): Human Resources Pay : Employees unable to swipe their

Time taken to sign peoplein: .
access card at security. L

> 000.00 manually

Access Systems

Organisational Struc...
Process Tree
Regulatory Universe
Risk Category Tree

Key Indicator Library

MBI R 1 -

Templates

Information
= Technalogy

Internal IT
e Infrastructure

+}: Legal{Campliance

Manufacturing

£ {Assembly)

+}: Marketing and Sales

+) Operations
\+}: Project Management

Research and
E2 Development

Unahleto track receivables and

Inte: payahles
Infr

Contracts

Final Azsembly

Customer Order
Processing

Inventory Control

Project Management

Design

Sage Accounting System

Vendor Contract Management 4.00

Aszembly of medical devices 30.00

Customer Sales Calls

Control of compaonent suppliesto

Manufacturing 4.00

Project Management

Product Development

3 - Important—1-3 days

3 - Important—1-3 days

20 000.00

LEGAL - Failure to fulfill
contracts

QUALITY AND SAFETY -
Ability to maintain
product/service standards

INTAMGIELE - Decreased
customer satisfaction

RESOURCE - Supply chain
interruption

LEGAL - Breach of
warranties

INTAMGIBLE - Diminished

value of intellectual property L.

Delayin processing of
documentation

If CRM system is not operational
products cannotbe sold

Businessinterruption

Protection of private and
confidential data compromised

Unable to assemble medical
devices due to no supply of
components

Unable te make customer sales
calls

Without the automated inventory
management system products
cannot be assembled

Client servicedegradation

Product design cannot be improved
if CAD systemis not available

CRM System

Sharepoint

Automated inventory
management system

PABX System

Automated inventory
management system

CAD System




Impact Risk Assessment using BarnOwl (BIA focus) ',

™ BarnOwl ERM

File Edit Create/Link Wiew Reports My Favourite Reports Window Help

IIE' Organisational...

Crganisational Structure
“ - Root
) 2019
&) ABC Corporation
v &) CLIENT ABC
: &) Head Office
' ) Manufacturing
=) Cperations
: A2 Warehousing
-4 Client xyz

‘B Organisational Struc...

BarnOwl Dashboard - Head Office

! Lock Register .

EY

Parent Process

Facilities and Security

Risk Title

Expand Register

Process

Facility Management

.t} Power Outage (Regional Blackout)

Parent Process

Finance

Risk Title
+| IT System crash

Parent Process

Human Resources

Human Resources

Information
Technology

Internal IT
Infrastructure

Legal/Compliance

Process

Procurement

Process

Human Resources

Payroll

Internal Infrastructure

Internal IT
Infrastructure

Contracts

Process Register - Head Office

3 Unwrap Text

Process Title Head count

Access Control 10.00

Process Title Head count

Accounts Payable 5.00

Process Title Head count

Human Resources 50.00

Salary Processing

CRM System

Internal IT Infrastructure

Vendor Contract Management

Risk Register [Current] - Head Office

Export Register ﬁ Favourite View -

Priority Ranking

I L IR

3.00 ¢ 2.00 -

Priority Ranking

3 - Important—1-3 days

Show Filter

Impact Category

INFRASTRLUICTURE -

Restricted access tofacilities 16.00

RI R

L RR

Impact Category

FINAMCIAL - Increased

eXpenses +.00

0L m || R | R
400 400 -4.00 300 - 12.00

Priority Ranking

3 - Important—1-3 days

3 - Important—1-3 days

Impact Category

FINAMCIAL - Lost sales or 8,00
income '
INTAMGIBLE - Loss of staff
morale

FINAMNCIAL - Delayed sales
or income

INFRASTRUCTURE -
Machinery/equipment
damage

LEGAL - Failure to fulfill
contracts

Recovery Point Objectiv...

Recovery Point Objectiv...

Recovery Point Objectiv...

Recovery Time Objective (..

6.00

Recovery Time Objective (..

12.00

Recovery Time Objective (..

12.00

Business Disruption

Employees unable to swipe their
access card at security.

Business Disruption

Unableto track receivables and
payables

Business Disruption

Loss of abilityto deliverservices

Payment System not operational

If CRM system iz not operational
products cannot be sold

Businessinterruption

Protection of private and
confidential data compromised

BARNOWL

Dependencies

Access Systems

Dependencies

Sage Accounting Syster

Dependencies

Sage Payroll System

CRM System

Sharepoint




Threat Risk Assessment using BarnOwl (risk focus)
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™) BarnOwl ERM
File Edit Create/Link Wiew Reports My Favourite Reports Window Help

Iﬁ Organisational... BarnCwl Dashboard - Head Office Process Register - Head Office Risk Register [Current] - Head Office

'~ Lock Register o Expand Register 3 Unwrap Text i Export Register m Favourite View = Show Filter
Organisational Structure
v i@ Root
4 2019
&) ABC Corparation E 1 H Hit
v &) CLIENT ABC =l BIA - Facilities and Security Facility Management Power Outage (Regional Blackout) 3.00 ¢ 2.00 - 3.00 @ 2.00 - Develop BCP Security clearancefcheck information

-§) Head Office :
&) Manufacturing Control Title Control Adequacy Control Effectiveness

i Warehousing
) 9 .E;Ii’ent Xyz Proceszs Title Head count | Business Disruption Qualitative Impact Quantitative Impact | Priority Ranking Impact Category Recovery Point Objecti... | Recovery Time Objecti... | Dependencies

Risk Category Risk Subcategory Risk Title I I RL Risk ResponseDecision | Information Type(s) Impacted

Employees unable to swipe their access  Time taken to sign people in INFRASTRUCTURE -

card at security. manually 5 000.00 Restricted access tofacilities 16.00 8.00 Access Systems

Access Control 10.00

RiskCategory Risk Subcategory Risk Title I L IR RI RL RR  RiskResponseDecision Infarmation Type(s) Impacted

Accounting records - invoices, bills,
accounts

EIA - Finance Procurement IT System crash 4.00 : 4.00 . 4.00 3.00 : 12.00

Control Title Control Adequacy Control Effectiveness

+} BCP Partially adequate _

Process Title Head count | Business Disruption Qualitative Impact Quantitative Impact | Priority Ranking Impact Category Recovery Point Objecti... | Recovery Time Objecti.. | Dependencies

Unabletotrack receivables and Delayin processing of 20 000.00 3 - Important—1-3 days FINAMCIAL - Increased a.00 12.00 Sage Accounting Systs

Accounts Payable 5.00 payables e e oy EXpENSEs

Risk Category Risk Subcategory Risk Title RL RR | RiskResponseDecision | Information Type(s) Impacted
BI4 - Human Resources Human Resources ISM roles and responsibilities ! f - NfA

BI& - Human Resources Human Resources Segregation of duties . J 12.00 NfA

BIA - Human Resources Payrall Communications SystemDisruption i . . ! 9.00 Telephone services

Customer correspondence and
complaints

/A

BIA - Information Technology - Internal Infrastructure - IT System Crash (CRM) i . . . J 9.00 Mitigate

BIA - Internal IT Infrastructure : Distributed Information : Control of information transfer

= 8.00
‘B Organisational Struc... : -
BI& - Internal IT Infrastructure : Mobile Equipment Use of unpratected mobile computing and i 1 L I J . NfA

E Process Tree

communication facilities

BIA - Legal/Compliance Contracts Loss of Data or Network Service Disruption Supplier contracts




Enhanced reporting using BarnOwl

Risk Dashboard e BARNOWL BARNOWL
Risk Impact Dashboard

2018/07/26 03:46:15 PM www.barnowl.co.za

@ Residual Rizk Rating Category
Credit notes ..
Sk i @ Residual Risk Imp
Credit notes review T @ Debtors revie.. L
Strategic Detors . : y :

Rag...
Fr.

Pra.. y Fie...

Materizls .. Inventory
Legal Services

02 EBxchangs Rate Medium Impsct | Madsrate - R
occur med

03. Labour control and efficiency Medium Impace  Moderste - Risk could Cape Town IMaterizlz
occur medium term

11. Weather Medium Impact  Moderate - Ri
occur medium term

02 Formuwork turn around High Impact kel - Risk unlikely to
04, Water ingress from the bulk excavation  High Impact

Shortage of supply High Impact Likely - Risk certzin to
occur in the short term

Headhunting by compatitors High Impact Nene

Likely - Risk certain to
ocour in the short ferm Johannesburg Materials t Cape Tow Durb ohsnnesburg

Risk Category Trend Risk Trend Controls Risk Incidents Action Plans Key Indicators k Impact * Risk Category Heatmap Risk Heatmap Risk Category Trend Risk Trend

Reporting Date

018/07/26 03:46:15 PM BARNOWL

RiskCatagory
www.barnowl.co.za

@ Credit non
Risk Category

vE
Al

Risk Categary

Employee
Credit notes review

Uni Aver . Aver . rage. Fixed Assats
Unit Level 1 werage of werage of .. Averag ebtors review @ Fixed Assats

ABC Corporation 2.00 1.00 4.00

Pretoria | 400 200 . . o
lohannesburg | 000 000 Legal Services

Total 2.00 1.00 4.00 . K .
- @ Materials Management
Inventory
Legal Services Operational Risk
Materials Management Procurement
1 Show as a table laterials gement @ Procuremen
Incluce Procurement Srajects

Exclude

@ Regulatory
Drill through R.sk JE— Regulatory Risk

Copy Risk Trend @Strategic J @ Strategic




Embedding the BIA and BCM Processes 26 KRS,
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Embed BCM with the Organisation’s Culture

Identify )
Corporate Business Critical Bll:r?me?s
Strategy Model Processes Dl
and Assets Analysis
: Business ‘
Risk Continuity
Assessment Practices

Determine Develop &
Business Implement a

Continuity BCM
Strategy Response

Exercise,
Maintain &
Review

Embed BCM with the Organisation’s Culture
aimy|n9 s,uonesiuebliQ ay} yum O g paqug

Stakeholder Communication
An evolved Business Continuity Management Framework BARNOWL




Thank you for attending our Webinar
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Jonathan Crisp
BarnOwl

Mobile: 083 260 1653
E-mail: jonathan@barnowl.co.za

Steve Simmonds

Synergygrc
Mobile;: 082 881 9389

E-mail: steve@synergygrc.com
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